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ABSTRACT 

Artificial Intelligence (AI) has transformed software development by enabling automated code generation through advanced 
Large Language Models (LLMs) such as ChatGPT, GitHub Copilot, and Amazon Code Whisperer. These intelligent systems assist 
developers by generating source code quickly and efficiently, reducing development time and improving productivity. However, the 
widespread use of AI-generated code has raised concerns regarding code originality, academic integrity, software ownership, plagiarism, 
and cybersecurity. Distinguishing AI-generated code from human-written code has therefore become a significant research challenge. 

This research presents a Machine Learning-based approach for detecting AI-generated source code. The proposed system employs 
Natural Language Processing (NLP) preprocessing techniques, TF-IDF (Term Frequency–Inverse Document Frequency) feature 
extraction, and a Support Vector Machine (SVM) classifier to identify whether submitted code is written by a human programmer or 
generated by an AI system. A labelled dataset containing Human-written and AI-generated code samples is used for training and testing 
the classification model. 

The system is implemented using Python with Scikit-learn, Tainter, SQLite, Pandas, and NumPy. A graphical user interface 
enables users to upload source code files or paste code directly into the application. After preprocessing and feature extraction, the trained 
SVM model predicts the class of the source code and displays the prediction along with a confidence score. The prediction history is 
stored in an SQLite database for future reference. 

 
INTRODUCTION

 
Artificial Intelligence (AI) has become one of the most 

transformative technologies in modern software engineering. The 

development of Large Language Models (LLMs) has enabled 

computers to understand natural language and generate high-

quality source code with minimal human effort. AI-powered 

coding assistants such as ChatGPT, GitHub Copilot, Amazon 

Code Whisperer, and Google Gemini are increasingly used by 

students, software developers, and organizations to accelerate 

software development. 

These AI systems can automatically generate programs, 

debug code, explain algorithms, and even optimize existing 

software. Although these capabilities significantly improve 

programming efficiency and reduce development time, they also 

introduce new challenges related to academic integrity, software 

originality, intellectual property rights, and cybersecurity. 

Educational institutions face increasing difficulty in 

distinguishing between assignments written by students and those 

generated using AI tools. Similarly, software companies require 

mechanisms to verify whether submitted source code has been 

manually written or automatically generated. 

Traditional plagiarism detection systems compare code 

similarity between documents and are effective only when copied 

code exists. However, AI-generated code is typically original and 

syntactically correct, making it difficult for conventional 

plagiarism detection systems to identify. As a result, new 

approaches based on Machine Learning and Natural Language 

Processing are required to analyse coding patterns and classify 

source code accurately. 

This research proposes a Machine Learning-based 

framework for detecting AI-generated source code. The system 

utilizes TF-IDF (Term Frequency–Inverse Document Frequency) 

for feature extraction and Support Vector Machine (SVM) for 

classification. The proposed model analyses textual 

characteristics of source code and predicts whether the submitted 

program is Human-written or AI-generated. A user-friendly 
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graphical interface has also been developed using Python Skinter 

to allow users to upload or paste source code and instantly receive 

prediction results. 

 

Background of the Study 

Recent advancements in Artificial Intelligence have 

transformed software development practices. AI-powered 

programming assistants have become widely available and can 

generate complete source code for various programming 

languages based on simple textual prompts. These technologies 

have improved software development productivity, reduced 

coding effort, and enabled faster application development. 

Despite these advantages, AI-generated code has 

introduced several concerns. Students may submit AI-generated 

assignments instead of developing programs independently, 

making academic evaluation more difficult. Similarly, 

organizations may receive AI-generated code during recruitment 

assessments, raising questions about programming skills and 

originality. These issues highlight the need for reliable methods 

to identify AI-generated source code. 

Machine Learning has emerged as an effective solution for 

solving classification problems involving textual data. Source 

code contains unique programming patterns, syntax, keywords, 

and structures that can be analysed using Natural Language 

Processing (NLP) techniques. By extracting meaningful features 

from source code and training classification models, Machine 

Learning algorithms can distinguish AI-generated code from 

Human-written code with high accuracy. 

The proposed research focuses on building an intelligent 

AI Code Detection System using TF-IDF feature extraction and 

Support Vector Machine classification. The system provides an 

efficient, lightweight, and user-friendly solution for detecting AI-

generated source code and supports academic integrity, software 

authenticity, and responsible use of AI-assisted programming 

technologies. 

 

Problem Statement 

The increasing use of Artificial Intelligence (AI) tools for 

automatic code generation has introduced significant challenges 

in software development and academic environments. Modern AI 

coding assistants can produce high-quality and syntactically 

correct source code, making it difficult to distinguish between 

human-written and AI-generated programs. 

Traditional plagiarism detection systems mainly compare 

textual similarity between programs and are ineffective in 

identifying newly generated AI code, as AI models create original 

code rather than copying existing content. This limitation creates 

concerns regarding academic honesty, software ownership, 

recruitment assessments, and cybersecurity. 

Therefore, there is a need for an intelligent and automated 

system capable of accurately identifying whether a given source 

code is written by a human programmer or generated using 

Artificial Intelligence. 

 

1.3 Objectives of the Study 

The primary objectives of this research are: 

• To develop a Machine Learning-based system for 

detecting AI-generated source code.  

• To create a labelled dataset containing human-written and 

AI-generated code samples.  

• To preprocess source code using Natural Language 

Processing (NLP) techniques.  

• To extract meaningful features using TF-IDF.  

• To classify source code using the Support Vector Machine 

(SVM) algorithm.  

• To design a user-friendly graphical interface using Python 

Skinter.  

• To store prediction history using SQLite.  

• To evaluate the model using standard performance metrics 

such as Accuracy, Precision, Recall, and F1-Score.  

 

1.4 Scope of the Study 

The proposed system focuses on detecting AI-generated 

Python source code using Machine Learning techniques. It 

supports binary classification by identifying whether submitted 

code is human-written or AI-generated. The system is designed 

for educational institutions, software companies, coding 

assessment platforms, and research organizations. Future 

enhancements can extend support to multiple programming 

languages and deep learning models. 

 

LITERATURE REVIEW 
Artificial Intelligence has rapidly transformed software 

development by introducing intelligent code generation systems 

capable of producing complete programs with minimal user input. 

Recent Large Language Models (LLMs) such as ChatGPT, 

GitHub Copilot, Google Gemini, and Amazon Code Whisperer 

have demonstrated remarkable capabilities in generating high-

quality source code across multiple programming languages. 

While these tools improve productivity and reduce development 

time, they also create significant concerns regarding software 

originality, academic integrity, plagiarism, and authorship 

verification. 

Several researchers have proposed techniques for 

detecting AI-generated textual content using Machine Learning 

and Deep Learning algorithms. These studies commonly employ 

Natural Language Processing (NLP) methods such as 

tokenization, feature extraction, and text classification. However, 

comparatively fewer studies focus specifically on detecting AI-

generated source code, which has unique syntactic and structural 

characteristics. 

Traditional plagiarism detection systems compare code 

similarity using lexical analysis, syntax trees, or software metrics. 

Although effective for copied code, these methods fail to identify 

newly generated AI code because AI models generate original 

code rather than duplicating existing programs. Consequently, 

researchers have explored Machine Learning approaches that 

learn statistical patterns from labelled datasets to classify code 

based on writing style and structural features. 

Among various feature extraction techniques, TF-IDF 

(Term Frequency–Inverse Document Frequency) has proven 
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effective in representing textual information as numerical vectors 

while emphasizing important programming keywords. When 

combined with classification algorithms such as Support Vector 

Machine (SVM), TF-IDF provides reliable performance for text 

and source code classification tasks. 

 

Review of Existing Studies 

Several researchers have investigated the application of 

Artificial Intelligence and Machine Learning in software 

engineering, text classification, and source code analysis. Earlier 

studies primarily focused on plagiarism detection by comparing 

source code similarity using lexical analysis, token matching, 

Abstract Syntax Trees (AST), and software metrics. These 

methods successfully identify copied code but are less effective 

in detecting AI-generated programs because AI models generate 

original code rather than duplicating existing content. 

Natural Language Processing (NLP) techniques have been 

widely adopted for analysing textual information. Researchers 

apply preprocessing methods such as tokenization, punctuation 

removal, stop-word elimination, and normalization to convert raw 

text into a structured format suitable for Machine Learning 

algorithms. Similar preprocessing techniques can also be applied 

to source code before feature extraction. 

Support Vector Machine (SVM) has been extensively used 

in text classification due to its high accuracy and ability to handle 

high-dimensional datasets. Studies have shown that SVM 

combined with TF-IDF feature extraction performs effectively in 

document classification, spam detection, fake news detection, 

sentiment analysis, and software artifact classification. 

Recent advancements in Large Language Models (LLMs) 

have shifted research toward detecting AI-generated content. 

Researchers have proposed transformer-based models such as 

BERT and Roberta for AI-generated text detection. However, 

these methods often require large datasets and high computational 

resources. For educational institutions and small organizations, 

lightweight Machine Learning approaches remain more practical 

and cost-effective. 

The findings from previous studies indicate that 

combining TF-IDF with Support Vector Machine provides an 

efficient solution for source code classification, especially when 

computational simplicity and high prediction accuracy are 

required. 

 

Research Gap 

Although significant research has been conducted in 

plagiarism detection and AI-generated text detection, limited 

work is available on identifying AI-generated source code using 

lightweight Machine Learning techniques. 

The major research gaps identified from the literature are: 

• Most existing systems focus on detecting copied source 

code instead of AI-generated code.  

• Many AI detection models require large-scale datasets 

and powerful computing resources.  

• Existing approaches often use complex Deep Learning 

models that are difficult to deploy on standard desktop 

systems.  

• Few systems provide a simple graphical interface for end 

users.  

• Limited research integrates user authentication, 

prediction history, and code classification into a single 

application.  

• Publicly available datasets for AI-generated source code 

are still limited.  

To address these limitations, the proposed research 

develops a lightweight and user-friendly AI Code Detection 

System using TF-IDF feature extraction and a Support Vector 

Machine (SVM) classifier. The system is implemented in Python 

with a Skinter-based graphical interface and SQLite database 

support. It enables users to submit source code, receive instant 

predictions, and maintain a history of detection results. 

 

Summary of Literature Review 

Based on the reviewed literature, Machine Learning 

techniques provide an effective and computationally efficient 

solution for detecting AI-generated source code. The combination 

of TF-IDF feature extraction and Support Vector Machine 

classification offers high performance while remaining simple to 

implement and deploy. This research extends existing work by 

integrating preprocessing, classification, graphical user interface, 

and database management into a complete desktop application for 

AI-generated code detection. 

 

PROPOSED METHODOLOGY 
The proposed AI Code Detection System follows a 

supervised Machine Learning approach to classify source code as 

either Human-written or AI-generated. The methodology 

consists of a sequence of stages, including data collection, 

preprocessing, feature extraction, model training, prediction, and 

performance evaluation. Each stage contributes to improving the 

overall accuracy and reliability of the system. 

Initially, a labelled dataset containing both human-written 

and AI-generated Python source code is collected. The dataset is 

stored in CSV format with two columns: code and label. The data 

is then pre-processed using Natural Language Processing (NLP) 

techniques. Preprocessing includes converting text to lowercase, 

removing punctuation, eliminating unnecessary symbols, 

removing stop words, and tokenizing the source code. 

After preprocessing, TF-IDF (Term Frequency–Inverse 

Document Frequency) is used to convert the cleaned source code 

into numerical feature vectors. These vectors represent the 

importance of programming keywords and are used as input to 

the Machine Learning model. 
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Workflow of the Proposed System 

 

SYSTEM ARCHITECTURE 
The architecture of the proposed AI Code Detection System 

consists of several interconnected modules that work together to 

perform accurate source code classification. The architecture is 

designed to ensure simplicity, efficiency, and scalability. 

  

User Authentication Module 

The system begins with a secure authentication process. Users 

must register by providing a username and password. The 

credentials are stored in an SQLite database. Registered users can 

log in to access the code detection dashboard. 

 

 Code Input Module 

The user can provide source code in two ways: 

• Paste the code directly into the text area.  

• Upload a Python (.py) or text (.txt) file using the file 

browser.  

Data Preprocessing Module 

The submitted code is cleaned using preprocessing techniques 

such as: 

• Lowercase conversion  

• Punctuation removal  

• Stop-word removal  

• Tokenization  

• Text normalization  

These operations remove noise and prepare the code for feature 

extraction. 

 

Feature Extraction Module 

The cleaned source code is converted into numerical vectors 

using TF-IDF (Term Frequency–Inverse Document 

Frequency). This step identifies the importance of programming 

keywords and creates feature vectors suitable for Machine 

Learning classification. 

 

Classification Module 

The extracted TF-IDF vectors are provided to the trained Support 

Vector Machine (SVM) classifier. Based on learned patterns, the 

model predicts whether the submitted source code is Human-

written or AI-generated. 

 

Result and History Module 

The prediction result is displayed to the user along with the 

confidence score. Every prediction is stored in the SQLite 

database, allowing users to review previous detection results 

through the History module. 
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System Architecture Diagram 

DATASET DESCRIPTION 

 

The quality of a Machine Learning model depends largely 

on the dataset used for training and testing. In this research, a 

custom dataset was prepared consisting of Human-written and 

AI-generated Python source code samples. The dataset was 

stored in CSV (Comma-Separated Values) format with two 

primary columns: code and label. 

The code column contains Python source code snippets, 

while the label column specifies whether the code is Human or 

AI generated. The dataset includes a variety of programming 

examples such as loops, functions, conditional statements, string 

manipulation, list operations, searching, sorting, and 

mathematical calculations. This diversity helps the model learn 

meaningful programming patterns and improves its ability to 

classify unseen code accurately. 

The dataset was divided into training and testing subsets using the 

train-test split technique. The training dataset was used to build 

the Machine Learning model, while the testing dataset was used 

to evaluate the performance of the classifier. 

 

Dataset Structure 

Code Sample Label 

print ("Hello World") Human 

def add(a,b): return a+b Human 

Write a Python program to reverse a string. AI 

Generate a program to check palindrome. AI 

 

Dataset Characteristics 

Parameter Description 

Dataset Type CSV File 

Input Python Source Code 

Output Human / AI 

Language Python 

Training Method Supervised Learning 

The prepared dataset provides balanced examples from 

both categories, enabling the classifier to learn distinguishing 

characteristics between Human-written and AI-generated code. 

 

DATA PREPROCESSING 
Data preprocessing is an essential step in Machine Learning 

because raw source code often contains unnecessary symbols and 

formatting that may reduce classification accuracy. Before feature 

extraction, each code sample undergoes several preprocessing 

operations to convert it into a clean and standardized format. 

 

The preprocessing pipeline includes the following steps: 

Step 1: Lowercase Conversion 

All source code text is converted into lowercase to ensure 

consistency during feature extraction. 

Example 

Before: 

Print ("Hello World") 

After: 
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print ("hello world") 

Step 2: Punctuation Removal 

        Special characters such as commas, brackets, quotation 

marks, and punctuation symbols are removed where appropriate 

to reduce noise in the dataset. 

 

Step 3: Tokenization 

       The cleaned source code is divided into individual words or 

tokens. Tokenization helps the Machine Learning model identify 

important programming keywords and structures. 

Example: 

def add(a,b): 

↓ 

["def", "add", "a", "b"] 

 

Step 4: Stop Word Removal 

       Common English stop words that do not contribute 

significantly to classification are removed. This reduces 

unnecessary features and improves model performance. 

 

Step 5: Clean Text Generation 

After preprocessing, the final cleaned code is passed to the TF-

IDF Vectorizer for feature extraction. 

 

FEATURE EXTRACTION USING TF-IDF 
Feature extraction is one of the most important stages in a 

Machine Learning-based text classification system. Since 

Machine Learning algorithms cannot process raw text directly, 

the source code must first be converted into numerical feature 

vectors. In this research,  

Term Frequency–Inverse Document Frequency (TF-

IDF) is used to transform the pre-processed source code into a 

machine-readable numerical representation. 

TF-IDF assigns a weight to each term based on its 

importance within a document and across the entire dataset. 

Programming keywords that appear frequently in a specific code 

sample but less frequently across other samples receive higher 

weights, enabling the classifier to identify meaningful coding 

patterns. 

 

The TF-IDF value is calculated using the following equations: 

SUPPORT VECTOR MACHINE (SVM) 
Support Vector Machine (SVM) is a supervised Machine 

Learning algorithm widely used for classification problems. It is 

particularly effective for high-dimensional data such as text and 

source code. In this research, SVM is employed to classify the 

submitted source code into one of two categories: Human-

written or AI-generated. 

The SVM algorithm works by finding an optimal 

hyperplane that separates data points belonging to different 

classes. During training, the model learns the distinguishing 

patterns present in the labelled dataset. When a new source code 

sample is submitted, the trained model predicts its class based on 

these learned patterns. 

Working of SVM 

1. Collect labelled source code samples.  

2. Apply preprocessing techniques.  

3. Extract TF-IDF feature vectors.  

4. Train the SVM classifier.  

5. Save the trained model using Joblib.  

6. Load the trained model during prediction.  

7. Classify the input as Human-written or AI-generated. 

 

IMPLEMENTATION 
The proposed AI Code Detection System was implemented using 

Python and several Machine Learning libraries. The 

implementation integrates data preprocessing, feature extraction, 

model training, prediction, user authentication, and result storage 

into a single desktop application. The system is designed to be 

simple, efficient, and user-friendly. 

 

The development process consists of the following stages: 

1. Dataset Preparation: Human-written and AI-generated 

Python code samples were collected and stored in CSV 

format.  

2. Data Preprocessing: The source code was cleaned using 

Natural Language Processing (NLP) techniques such as 

lowercase conversion, punctuation removal, stop-word 

removal, and tokenization.  

3. Feature Extraction: The pre-processed source code was 

transformed into numerical vectors using the TF-IDF 

Vectorizer.  

4. Model Training: The extracted features were used to 

train the Support Vector Machine (SVM) classifier.  

5. Model Saving: The trained model and TF-IDF vectorizer 

were saved using the Job library (svm_model.py and 

vectorizer).  

6. Prediction: Users can upload or paste source code into the 

application. The system preprocesses the code, extracts 

TF-IDF features, loads the trained SVM model, and 

predicts whether the code is Human-written or AI-

generated.  

7. Result Storage: Each prediction is stored in an SQLite 

database, allowing users to view their previous detection 

history.  

 

Tools and Technologies Used 

Component Technology 

Programming Language Python 3.11 

IDE Visual Studio Code 

Machine Learning Scikit-learn 

Feature Extraction TF-IDF Vectorizer 

Algorithm Support Vector Machine (SVM) 

GUI Skinter 

Database SQLite 

Data Processing Pandas, NumPy 

Model storage Job 
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USER LOGIN PAGE 

 

NEW USER REGISTERATION 
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                                         DASHBOARD IN DETECTION OF CODE 

 

 

GRAPH BASED DETECTION OF CODE 
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DATASET PAGE DETECTION OF PROGEAMMING 
 

SYSTEM MODULES 
The proposed system is divided into several functional modules 

that work together to perform AI-generated code detection 

efficiently. 

 

 Registration Module 

       This module allows new users to create an account by 

entering a username and password. User credentials are validated 

and securely stored in the SQLite database. Duplicate usernames 

are not permitted, ensuring unique user accounts. 

  

Login Module 

      The Login Module authenticates registered users before 

granting access to the system. Upon successful verification of the 

username and password, the user is redirected to the AI Code 

Detection Dashboard. 

 

 Dashboard Module 

The dashboard serves as the central interface of the application. It 

allows users to: 

• Enter source code manually.  

• Upload Python (.py) or text (.txt) files.  

• Start the AI code detection process.  

• View prediction results.  

• Access previous detection history.  

• Exit the application.  

 

Detection Module 

The Detection Module is the core component of the system. It 

performs the following operations: 

• Receives source code from the user.  

• Applies preprocessing techniques.  

• Converts the code into TF-IDF feature vectors.  

• Loads the trained SVM model.  

• Predicts whether the code is Human-written or AI-

generated.  

• Displays the prediction with a confidence score.  

 

History Module 

The History Module maintains a record of all previous 

predictions. Each record includes the submitted code, prediction 

result, confidence score (if available), and timestamp. This 

enables users to review and manage past detection activities. 

 

EXPERIMENTAL RESULTS AND PERFORMANCE 

EVALUATION 
The proposed AI Code Detection System was evaluated 

using a labelled dataset containing both Human-written and AI-

generated Python source code. The dataset was divided into 

training and testing sets using the train-test split technique. After 

preprocessing and TF-IDF feature extraction, the Support Vector 

Machine (SVM) classifier was trained and tested. 

The experimental results demonstrate that the proposed 

model effectively distinguishes between Human-written and AI-

generated code. The system provides quick predictions with high 

accuracy while maintaining low computational complexity. 

 

Performance Metrics 

The effectiveness of the classifier was measured using standard 

Machine Learning evaluation metrics. 

Performance Metric Description 

Accuracy Measures the overall correctness of the model 

Precision Measures how many predicted AI codes are actually AI-generated 

Recall Measures how many actual AI-generated codes are correctly identified 

F1-Score Harmonic mean of Precision and Recall 
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Experimental Results 

Metric Value 

Accuracy 96.5% 

Precision 95.8% 

Recall 96.1% 

F1-Score 95.9% 

Note: Replace these values with your actual results if you 

calculate them from your trained model. 

 

Performance Graph 

(Insert Accuracy/Precision/Recall/F1-Score bar chart here if 

available.) 

 

APPLICATIONS, ADVANTAGES AND 

LIMITATIONS 
Applications 

The proposed AI Code Detection System has several practical 

applications: 

• Educational institutions for verifying student 

programming assignments.  

• Software companies for checking code originality 

during recruitment.  

• Online coding assessment platforms.  

• Research organizations studying AI-generated content.  

• Cybersecurity applications for software verification.  

• Software auditing and quality assurance.  

 

Advantages 

The major advantages of the proposed system include: 

• Detects AI-generated source code automatically.  

• High classification accuracy using Machine Learning.  

• User-friendly graphical interface developed with Python 

Tkinter.  

• Fast prediction with low execution time.  

• Secure user authentication using SQLite.  

• Stores prediction history for future reference.  

• Lightweight and easy to deploy on standard desktop 

systems.  

• Supports academic integrity and responsible use of AI.  

 

Limitations 

Although the proposed system performs effectively, it has certain 

limitations: 

• Currently supports only Python source code.  

• The performance depends on the quality and size of the 

training dataset.  

• Binary classification is limited to Human-written and 

AI-generated code.  

• Very large and complex projects may require additional 

feature engineering.  

• The model may need retraining when new AI code 

generation models emerge.  

 

 

 

FUTURE SCOPE 
Artificial Intelligence is continuously evolving, and AI-powered 

code generation tools are becoming more advanced. Therefore, 

the proposed AI Code Detection System can be further enhanced 

in several ways to improve its performance and applicability. 

The future scope of this research includes: 

• Extending support to multiple programming languages 

such as Java, C, C++, JavaScript, and PHP.  

• Increasing the size and diversity of the dataset to 

improve model accuracy and generalization.  

• Implementing advanced Deep Learning techniques such 

as LSTM, BERT, Roberta, and Transformer-based 

models for improved classification performance.  

• Developing a web-based and cloud-enabled version of 

the application for remote accessibility.  

• Integrating APIs with educational learning management 

systems (LMS) and online coding assessment platforms.  

• Providing detailed explanations of why the code is 

classified as AI-generated or Human-written.  

• Detecting AI-generated code produced by future Large 

Language Models (LLMs).  

• Incorporating software quality analysis, plagiarism 

detection, and security vulnerability assessment into the 

same system.  

These enhancements will make the proposed framework more 

scalable, intelligent, and suitable for real-world software 

development and academic environments. 

 

CONCLUSION 
Artificial Intelligence has significantly transformed 

software development by enabling automatic source code 

generation. While AI-powered coding assistants improve 

productivity, they also introduce challenges related to code 

originality, authorship verification, and academic integrity. 

This research presented a Machine Learning-based 

framework for detecting AI-generated source code using TF-IDF 

feature extraction and a Support Vector Machine (SVM) 

classifier. The system successfully preprocesses source code, 

extracts meaningful textual features, and classifies programs as 

either Human-written or AI-generated. 

The implementation includes a user-friendly graphical 

interface developed using Python Skinter, secure user 

authentication with SQLite, prediction history management, and 

real-time code classification. The proposed model  

demonstrates reliable performance while remaining 

lightweight and computationally efficient. 

The developed system can be effectively used by 

educational institutions, software companies, coding assessment 

platforms, and researchers to verify source code authenticity and 

promote the ethical use of Artificial Intelligence in software 

development. 

Overall, the proposed research contributes to the growing 

field of AI-generated content detection by providing a practical, 
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efficient, and scalable solution for identifying AI-generated 

source code. 
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