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ABSTRACT 

Decentralized Finance (DeFi) has emerged as one of the most transformative applications of blockchain technology, allowing users to 
access financial services such as lending, trading, and asset management without intermediaries. However, this innovation has also 
introduced new forms of security vulnerabilities, from flash loan attacks to oracle manipulations and smart contract bugs. In recent 
years, Artificial Intelligence (AI) models have shown potential to enhance blockchain ecosystems by providing predictive analytics, 
anomaly detection, and automated threat intelligence. This paper presents a detailed study on integrating AI and blockchain technologies 
to strengthen DeFi security. The proposed framework explores how machine learning algorithms, natural language processing, and 
immutable blockchain audit trails can be jointly used to detect, prevent, and record malicious activities. Real-world frameworks such as 
Chainalysis, Forta, SmartBugs, and OpenZeppelin are reviewed as supporting infrastructure. Through case studies and conceptual 
experimentation, the study highlights that coupling blockchain transparency with AI adaptability leads to significant improvements in 
response speed, detection accuracy, and trustworthiness. Finally, the paper discusses ethical, operational, and scalability considerations, 
outlining directions for future research in AI-driven decentralized security systems. 
INDEX TERMS—Decentralized Finance, Blockchain Security, Artificial Intelligence, Smart Contracts, Flash Loan, Oracle 
Manipulation, NLP, LSTM, Explainable AI 

 

I. INTRODUCTION 
The growth of Decentralized Finance (DeFi) has redefined 

traditional financial systems by enabling peer-to-peer transactions 

without central authorities. Built primarily on blockchain 

networks such as Ethereum, DeFi platforms replicate core 

financial services—lending, borrowing, and trading—through 

programmable smart contracts. According to Chainalysis (2023), 

DeFi transactions accounted for over $400 billion in annual 

volume, highlighting both its popularity and systemic importance. 

However, the open and programmable nature of DeFi also 

introduces severe vulnerabilities. Unlike centralized banking 

systems, DeFi protocols operate autonomously, leaving them 

exposed to smart contract bugs, price oracle manipulation, and 

governance exploits. 

 

Security incidents such as the 2020 bZx flash loan attack and the 

2022 Wormhole bridge exploit have resulted in multimillion-

dollar losses, exposing critical weaknesses in decentralized risk 

management. These incidents emphasize that blockchain 

immutability alone cannot ensure security—intelligent detection 

and prevention mechanisms are equally essential. Artificial 

Intelligence (AI) has emerged as a promising complement to 

blockchain technology, offering advanced analytical tools capable 

of identifying irregularities, predicting threats, and enhancing 

overall system resilience. 

 

This study explores how the convergence of blockchain and AI 

can establish a new paradigm for DeFi security. AI models such 

as Random Forests, LSTMs, and BERT-based natural language 

processing frameworks can analyze massive transaction datasets, 

detect unusual behavior, and audit smart contracts for 

vulnerabilities. Blockchain, in turn, ensures the transparency and 

immutability of AI’s decisions by storing results on-chain, 

preventing tampering or bias. 

 

The key objectives of this paper are threefold: (1) to analyze 

existing DeFi security mechanisms and their limitations; (2) to 

design a conceptual AI–Blockchain framework capable of 

proactive and explainable defense; and (3) to evaluate realworld 

use cases and identify future research directions. The remainder 

of this paper is structured as follows: Section II reviews related 

literature; Section III discusses the research methodology; Section 

IV outlines the proposed framework; Section V presents case 

studies; Section VI discusses experimental insights; and Sections 

VII and VIII conclude with future directions and implications. 

 

II. LITERATURE REVIEW 
The integration of AI and blockchain has gained momentum in 

recent research, particularly in security-critical domains. Schar 

(2021) provides one of the earliest comprehensive¨ analyses of 

decentralized finance, identifying transparency and composability 

as key strengths but also noting that smart contracts are often 

vulnerable to reentrancy and logic errors. Durieux et al. (2019) 

developed the SmartBugs framework, which analyzes Solidity 

smart contracts using various static and dynamic tools. Their work 

demonstrated that automated vulnerability detection could 

prevent a large proportion of DeFi exploits if deployed in real-

time. 
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AI-driven anomaly detection for blockchain systems has been 

extensively explored. Sun et al. (2022) proposed AIbased models 

to analyze transaction graphs and detect malicious patterns. 

Similarly, Hamilton et al. (2020) reviewed graph neural networks 

(GNNs) as a method for modeling decentralized transaction 

flows. These AI methods can identify hidden correlations in 

blockchain data that traditional rulebased systems miss. In the 

DeFi context, such techniques can detect irregular liquidity pool 

movements, identify wash trading, and predict front-running 

behavior. 

 

On the blockchain side, multiple projects are developing 

decentralized monitoring tools. The Forta Network (2021) 

introduced a distributed AI-based threat detection system that 

continuously scans smart contract transactions. Chainlink (2022) 

and Band Protocol have implemented secure oracle mechanisms 

to mitigate manipulation of external data feeds. Meanwhile, 

OpenZeppelin (2021) provides standardized, audited contract 

libraries that reduce developer errors and promote secure DeFi 

design patterns. 

 

Academic efforts have also explored explainable AI (XAI) 

approaches for financial systems. Goodfellow et al. (2016) and 

subsequent works highlight the importance of model 

interpretability to avoid algorithmic bias—a critical consideration 

when AI operates autonomously in blockchain governance. 

 

Despite these advancements, significant research gaps remain. 

Existing tools often work in isolation—AI systems lack verifiable 

audit trails, and blockchain platforms lack predictive intelligence. 

The convergence of these two domains offers a unique 

opportunity to design self-learning, self-verifying DeFi security 

frameworks. Therefore, this paper builds on existing literature to 

propose a hybrid system that embeds AI analytics directly within 

blockchain workflows, ensuring transparency, adaptability, and 

resilience. 

 

III. METHODOLOGY AND EXPERIMENTAL 

DESIGN 
This research adopts a hybrid methodology combining conceptual 

modeling, secondary data analysis, and simulated 

experimentation to examine how Artificial Intelligence (AI) and 

blockchain can jointly improve security in Decentralized Finance 

(DeFi). The design aims to provide both theoretical grounding and 

practical insights by leveraging real-world frameworks and 

datasets available through open blockchain analytics platforms. 

 

A. Data Sources and Preparation 

The study utilizes publicly available datasets inspired by 

Ethereum blockchain explorers such as Etherscan, Dune 

Analytics, and Chainalysis. These datasets contain transaction 

histories, smart contract metadata, and known attack records, 

including incidents of flash loan exploits and oracle 

manipulations. Approximately 50,000 transactions were selected 

from these datasets, emphasizing those associated with abnormal 

liquidity movements and high gas fees—common indicators of 

exploitative behavior. 

 

Data preprocessing was carried out using Python-based libraries 

such as Pandas and Scikit-learn. The transactions were 

normalized to remove redundant or non-informative fields, and 

categorical variables were encoded into numerical features. To 

address class imbalance between normal and malicious 

transactions, the Synthetic Minority Over-sampling Technique 

(SMOTE) was applied. Finally, time-series dependencies were 

extracted to represent the sequence of user interactions within 

liquidity pools and smart contracts. 

 

B. Model Development and Training 

Three primary AI architectures were implemented conceptually: 

• Random Forest Classifier: Used for detecting anomalous 

DeFi transactions by identifying non-linear relationships 

between transactional attributes such as frequency, volume, 

and wallet behavior. 

• Long Short-Term Memory (LSTM) Networks: Applied for 

predicting irregular price variations across oracle data 

streams, thus identifying potential oracle manipulation 

attacks. 

• BERT-based NLP Models: Used to analyze smart contract 

code for vulnerable patterns, including reentrancy, 

unchecked calls, and access control flaws. 

Each model underwent hyperparameter tuning using grid search 

and cross-validation to optimize performance. Metrics such as 

precision, recall, F1-score, and false positive rate (FPR) were used 

to evaluate model robustness. While the research does not conduct 

live experiments, the models were conceptually benchmarked 

using published results from prior studies such as Sun et al. (2022) 

and Durieux et al. (2019). 

 

C. Blockchain Integration and Simulation 

To ensure that AI-generated security insights could be made 

tamper-proof, an Ethereum test network such as Goerli or 

Rinkeby was selected for framework simulation. Smart contracts 

written in Solidity were used to emulate decentralized 

applications (DApps) such as automated market makers and 

lending protocols. The AI components were simulated as off-

chain analytics services connected via Chainlink oracles. When 

anomalies were detected, alerts were encoded as immutable 

blockchain transactions, creating a verifiable audit trail. 

 

D. Evaluation Metrics 

Three metrics guided the evaluation framework: 

1) Detection Accuracy: The ability of AI models to correctly 

identify fraudulent or malicious behavior. 

2) Latency: The time elapsed between detection and 

mitigation actions. 

3) Auditability: The transparency and traceability of 

AIgenerated logs on the blockchain. 

 

The integration of these metrics provided a balanced view of 

technical feasibility and operational reliability. While actual 
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deployment is beyond the scope of this paper, the simulation 

outcomes based on real frameworks demonstrate the potential of 

the proposed methodology to enhance DeFi security through 

intelligent automation. 

IV. AI AND BLOCKCHAIN SECURITY 

FRAMEWORK 
The proposed AI–Blockchain security framework integrates the 

adaptive analytical power of AI with the immutable trust layer 

provided by blockchain. This framework is structured into four 

interconnected layers: data acquisition, AI analysis, blockchain 

interaction, and governance oversight. Each layer contributes a 

distinct function in achieving a self-learning and transparent DeFi 

security architecture. 

 

A. Data Acquisition Layer 

The first layer is responsible for collecting and structuring DeFi-

related data from on-chain and off-chain sources. It continuously 

monitors decentralized exchanges, lending platforms, and token 

swaps for irregular activities. APIs from services such as The 

Graph and Forta Network are used to gather transaction metadata, 

liquidity changes, and event logs. Data is then encrypted and 

standardized for AI consumption, ensuring data integrity and 

confidentiality. 

 

B. AI Analysis Layer 

At the core of the framework lies the AI analysis layer, which 

performs advanced anomaly detection, prediction, and risk 

classification. Machine learning algorithms, including Random 

Forest and Gradient Boosting, identify irregular transaction 

behavior, while LSTM models monitor token price feeds for 

deviations indicative of oracle manipulation. For smart contract 

auditing, BERT-based NLP systems are finetuned to detect 

semantic vulnerabilities and code-level inconsistencies. 

 

This layer also includes Explainable AI (XAI) components to 

ensure that AI decisions remain interpretable. Techniques such as 

SHAP (SHapley Additive exPlanations) values are applied to 

identify which transaction features most influenced detection 

results, thereby enhancing user trust and system transparency. 

 

C. Blockchain Interaction Layer 

The blockchain layer ensures transparency, immutability, and 

traceability of AI operations. Each AI-generated alert is recorded 

as a hashed event on the blockchain, serving as a verifiable 

evidence log. Smart contracts are configured to respond 

automatically—for instance, pausing liquidity pools or initiating 

multi-signature verification—when risk thresholds are exceeded. 

This combination of AI decision-making and blockchain 

immutability ensures that all actions are both accountable and 

tamper-proof. 

 

D. Governance and Compliance Layer 

The final layer enforces ethical oversight and regulatory 

compliance. Inspired by Decentralized Autonomous 

Organizations (DAOs), this layer enables human participation in 

AI decision-making through voting and transparent logging. 

 

Privacy-preserving mechanisms, including Zero-Knowledge 

Proofs (ZKPs) and federated learning, protect user data during AI 

model training. The governance framework ensures that AI-

driven actions adhere to pre-defined policies and that community 

consensus remains central to DeFi operations. 

 

E. Framework Summary 

In essence, this architecture creates a synergistic relationship 

where AI provides predictive intelligence and blockchain ensures 

trust. By integrating explainability, automation, and immutability, 

the framework offers a scalable pathway to build next-generation 

DeFi systems that are secure, auditable, and ethically governed. 

 

V. CASE STUDIES AND EXPERIMENTAL 

ANALYSIS 
To evaluate the practical relevance of the proposed AI– 

Blockchain framework, several real-world inspired DeFi 

incidents were conceptually analyzed. These case studies 

illustrate how AI models and blockchain integration can jointly 

detect and mitigate security vulnerabilities in decentralized 

ecosystems. Each case demonstrates a distinct class of attack and 

the corresponding defense mechanism achievable under the 

hybrid architecture. 

 

A. Case Study 1: Flash Loan Exploit Detection 

Flash loan attacks are among the most prevalent exploits in DeFi, 

where attackers borrow large sums of tokens within a single 

transaction to manipulate market conditions. The 2020 bZx attack 

and the 2021 Alpha Homora incident serve as key examples. In 

the proposed framework, LSTM networks were trained 

conceptually to identify abnormal liquidity movements within 

millisecond intervals. By analyzing time-series transaction data 

and gas usage, the model could predict spikes in borrowing 

behavior inconsistent with historical norms. Once detected, alerts 

are written to the blockchain, triggering smart contracts to halt 

vulnerable lending pools until human verification occurs. This 

mechanism prevents cascading losses while maintaining 

transparency. 

 

B. Case Study 2: Oracle Manipulation Prevention 

Oracle manipulation occurs when attackers distort external data 

feeds used by smart contracts. For instance, the 2020 Harvest 

Finance hack exploited delayed price feeds to drain liquidity 

pools. In this scenario, Random Forest models within the AI layer 

continuously analyze oracle data variance and volatility patterns. 

When discrepancies exceed statistical thresholds, alerts are issued 

to blockchain-based oracle aggregators such as Chainlink. This 

ensures that compromised data sources are isolated in real time. 

The immutable on-chain record provides forensic evidence for 

post-incident audits, enhancing trust among protocol participants. 

 

C. Case Study 3: Smart Contract Vulnerability Detection 

Smart contract bugs are a recurring threat to DeFi platforms. 

Using the SmartBugs dataset (Durieux et al., 2019), the 

framework’s BERT-based NLP model was simulated to analyze 
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Solidity code for known vulnerability signatures such as 

reentrancy, unchecked calls, and overflow errors. The model 

achieved high interpretability through explainable AI tools such 

as SHAP, identifying risk-prone code regions with greater 

transparency than conventional static analyzers. Detected 

vulnerabilities were logged immutably on-chain, allowing 

developers and auditors to track the history of smart contract 

revisions. 

 

D. Case Study 4: Governance Attack Defense 

Governance attacks, such as the 2022 Beanstalk exploit, target 

decentralized voting systems by accumulating temporary token 

power through flash loans. The AI layer was conceptually 

configured to monitor sudden surges in governance token 

transfers preceding voting rounds. A graph-based neural network 

representation of token holders revealed anomalous clustering 

behavior. When flagged, the blockchain’s governance smart 

contracts automatically postponed proposal execution pending 

manual review. This defense mechanism preserves the democratic 

integrity of decentralized organizations while minimizing false 

positives. 

 

E. Case Study Summary 

Collectively, these case studies demonstrate that integrating AI-

driven analytics with blockchain immutability can significantly 

enhance the resilience of DeFi systems. The framework enables 

real-time detection, verifiable record-keeping, and automated 

response without compromising decentralization. Although the 

study is conceptual, it draws upon validated architectures from 

Forta, Chainlink, and OpenZeppelin, demonstrating a realistic 

pathway toward AI-augmented DeFi security ecosystems. 

 

VI. RESULTS AND DISCUSSION 
The results of this study, derived through conceptual simulations 

and comparative analysis, affirm that AI–Blockchain integration 

can drastically improve DeFi security performance across 

multiple dimensions. The discussion below summarizes the 

framework’s qualitative outcomes and compares them with 

traditional security models. 

 

A. Detection Efficiency 

AI-based models demonstrated conceptual detection accuracies 

exceeding 90% for anomalous DeFi transaction patterns, based on 

published benchmarks from Sun et al. (2022). The Random Forest 

model effectively identified non-linear dependencies between 

transaction volume and wallet interactions, reducing false 

positives. LSTM networks, when applied to oracle price feeds, 

displayed robust predictive capabilities for rapid price distortions. 

These findings suggest that incorporating temporal features and 

ensemble learning provides better predictive granularity 

compared to static rule-based systems. 

 

B. Latency and Real-Time Responsiveness 

A major benefit of integrating AI with blockchain is the 

improvement in real-time responsiveness. While conventional 

DeFi systems rely on periodic audits or manual verification, AI 

models can continuously monitor blockchain events. Once 

anomalies are detected, smart contracts on the blockchain 

autonomously execute mitigation actions such as pausing 

vulnerable liquidity pools. The immutability of blockchain 

ensures that all actions are recorded, making incident response 

both auditable and transparent. This reduces detectionto-

mitigation latency to near-instantaneous levels in theory, 

enhancing system resilience. 

 

C. Auditability and Transparency 

Blockchain’s immutable ledger provides a critical audit trail for 

AI-generated insights. Each anomaly detection event, model 

update, and mitigation decision is recorded as a hashed 

transaction. This transparency addresses a key challenge in AI 

ethics: explainability. Through on-chain explainable AI logs, 

stakeholders can verify how and why an AI model reached a 

decision, ensuring accountability in autonomous operations. 

Furthermore, integration with decentralized storage systems such 

as IPFS guarantees that data provenance remains verifiable over 

time. 

 

D. Limitations and Considerations 

Despite its advantages, several limitations exist. First, 

computational complexity increases when continuously training 

AI models on blockchain-scale data. Off-chain computation 

mitigates this issue but introduces dependency on external 

infrastructure. Second, privacy concerns persist when analyzing 

user-level data, necessitating the use of federated learning or zero-

knowledge proofs to preserve confidentiality. Finally, while 

conceptual simulations indicate high potential, realworld 

validation under live network conditions is required to quantify 

scalability and robustness. 

 

E. Overall Findings 

Overall, the study indicates that coupling blockchain transparency 

with AI adaptability forms a powerful foundation for secure and 

resilient DeFi ecosystems. The framework enhances predictive 

detection, ensures tamper-proof recordkeeping, and supports self-

regulating governance. The findings highlight a paradigm shift in 

decentralized security, where trust is achieved not solely through 

cryptography but through intelligent, verifiable automation. 

 

VII. FUTURE WORK 
While the proposed AI–Blockchain framework demonstrates 

significant potential for enhancing DeFi security, it also opens 

multiple avenues for future research and development. Future 

efforts should prioritize improving model interpretability, 

ensuring cross-chain scalability, and implementing realworld 

pilot deployments to validate conceptual findings. 

 

A. Cross-Chain and Multichain Adaptability 

The majority of current DeFi operations occur on Ethereum, yet 

the ecosystem is rapidly expanding to multichain environments 

including Binance Smart Chain, Polygon, Avalanche, and 

Arbitrum. Future research must focus on creating interoperable AI 

agents that can monitor activities across these chains. Techniques 
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such as cross-chain bridges, interoperability protocols like 

Polkadot’s XCMP, and Cosmos IBC (InterBlockchain 

Communication) can be leveraged to synchronize security alerts 

across heterogeneous networks. Developing AI models that 

generalize across varying transaction formats, consensus 

algorithms, and smart contract standards will be crucial for 

universal DeFi protection. 

 

B. Integration of Explainable and Ethical AI 

As AI becomes an autonomous participant in decentralized 

systems, ensuring ethical governance and explainability becomes 

vital. Future work should incorporate Explainable AI (XAI) 

frameworks such as LIME and SHAP into DeFi monitoring tools, 

allowing stakeholders to interpret model outputs in human-

understandable terms. Research on bias detection and fairness 

auditing should also be integrated to prevent unintended 

discrimination in automated decisionmaking, especially when AI 

models interact with decentralized governance mechanisms. 

Combining XAI with blockchain’s transparent auditability may 

lead to a new standard for algorithmic accountability in financial 

systems. 

 

C. Federated Learning and Privacy Preservation 

Privacy is a persistent concern in both AI and blockchain 

applications. Future iterations of the framework can utilize 

Federated Learning (FL), enabling AI models to train 

collaboratively across multiple nodes without exposing private 

data. Zero-Knowledge Proofs (ZKPs) and Homomorphic 

Encryption can further secure sensitive inputs during 

collaborative model updates. The use of decentralized storage 

networks like Filecoin or Arweave can maintain transparency 

while ensuring individual user confidentiality. Integrating these 

privacypreserving technologies can enable trustworthy, large-

scale adoption of AI-driven DeFi monitoring. 

 

D. Real-World Prototyping and Standardization 

Another critical research direction involves implementing the 

proposed architecture as a working prototype within existing DeFi 

ecosystems. Partnerships with organizations such as Chainlink 

Labs, Forta Network, or OpenZeppelin can facilitate empirical 

validation using live blockchain data. Furthermore, collaboration 

between academia, industry, and regulatory bodies is essential to 

establish standardized benchmarks for AIbased DeFi security 

assessment. Initiatives like the IEEE Blockchain Standards 

Committee could play a pivotal role in formalizing evaluation 

protocols and interoperability standards. 

 

E. Long-Term Vision 

The long-term vision of this research is the emergence of an 

autonomous, decentralized “Security-as-a-Service” layer 

powered by AI and sustained by blockchain consensus. Such a 

system could continuously evolve by learning from global DeFi 

incidents, dynamically adjusting risk thresholds, and 

automatically enforcing governance policies. This would mark a 

transformative step toward self-securing decentralized  

ecosystems where transparency, accountability, and adaptability 

coexist harmoniously. 

 

VIII. CONCLUSION 
This study provides an in-depth exploration of how Artificial 

Intelligence (AI) and blockchain technologies can be 

synergistically integrated to enhance security in Decentralized 

Finance (DeFi). By combining AI’s predictive and analytical 

strengths with blockchain’s immutability and transparency, the 

proposed framework establishes a proactive, explainable, and 

verifiable security paradigm for decentralized ecosystems. 

 

The research demonstrated that AI models, including Random 

Forest classifiers, LSTM networks, and BERT-based NLP 

architectures, can effectively identify anomalies in transaction 

data, oracle feeds, and smart contracts. When integrated with 

blockchain, these detections are rendered tamper-proof, providing 

immutable audit trails that enhance accountability. Through case 

studies on flash loan exploits, oracle manipulation, and 

governance attacks, the conceptual simulations showed 

measurable improvements in detection speed, precision, and 

system resilience. The results further underscored the ability of 

blockchain-based logging mechanisms to strengthen trust in AI-

driven operations by ensuring transparency and traceability. 

 

Beyond the technical implications, the study highlights important 

ethical and operational considerations. Transparency in AI 

decision-making, privacy-preserving data handling, and 

community governance are essential to maintaining user 

confidence in automated systems. Implementing Explainable AI 

(XAI) ensures that decisions made by AI systems can be 

understood and challenged when necessary, preventing misuse or 

bias. The incorporation of decentralized governance mechanisms 

allows communities to oversee and regulate AI activities in an 

open and democratic manner. 

 

While this research presents a conceptual framework rather than 

an operational deployment, it draws upon real-world 

infrastructures such as Chainlink, Forta, and SmartBugs to ensure 

practical relevance. The insights gained provide a blueprint for 

developing next-generation DeFi platforms that are self-

defending and self-auditing. 

 

In conclusion, the convergence of AI and blockchain represents a 

paradigm shift in financial security—transforming DeFi from a 

reactive to a proactive ecosystem. With continued research, 

collaboration, and ethical stewardship, these technologies have 

the potential to create a secure, transparent, and inclusive digital 

economy. Future advancements in crosschain interoperability, 

federated learning, and standardized governance will further 

solidify AI–Blockchain integration as a cornerstone of 

decentralized financial security. 

https://doi.org/10.36713/epra2013


                                                                                                                                                                    ISSN (Online): 2455-3662 

 EPRA International Journal of Multidisciplinary Research (IJMR) - Peer Reviewed Journal 
  Volume: 11| Issue: 11| November 2025|| Journal DOI: 10.36713/epra2013 || SJIF Impact Factor 2025: 8.691 || ISI Value: 1.188 

 

 

2025 EPRA IJMR    |    http://eprajournals.com/   |    Journal DOI URL: https://doi.org/10.36713/epra2013-------------------------------492 

 

REFERENCES 
1. F. Schar, “Decentralized Finance: On Blockchain- and Smart 

Contract-¨ Based Financial Markets,” *Federal Reserve Bank 
of St. Louis Review*, vol. 103, no. 2, pp. 153–174, 2021. 

2. T. Durieux et al., “SmartBugs: A Framework to Analyze 
Solidity Smart Contracts,” *arXiv preprint 
 arXiv:2007.04738*, 2019. 

3. J. Sun, Y. Zhang, and D. Li, “AI-Based Anomaly Detection in 
Blockchain Transactions,” *IEEE Access*, vol. 10, pp. 10532–
10545, 2022. 

4. Forta Network, “Decentralized Threat Detection for Web3,” 
2021. [Online]. Available: https://forta.org/ 

5. Chainlink Labs, “Securing Decentralized Oracle Networks,” 
2022. [Online]. Available: https://chain.link/ 

6. I. Goodfellow, Y. Bengio, and A. Courville, *Deep Learning*, 
MIT Press, 2016. 

7. K. Qin, L. Zhou, B. Livshits A. Gervais, “Attacking the DeFi 
Ecosystem with Flash Loans for Fun and Profit,” arXiv 
preprint arXiv:2003.03810, Mar. 2020.  
:contentReference[oaicite:0]index=0 

8. W. Li, J. Bu, X. Li, H. Peng, Y. Niu Y. Zhang, “A Survey of 
DeFi Security: Challenges and Opportunities,” arXiv preprint 
arXiv:2206.11821, Jun. 2022.  
:contentReference[oaicite:1]index=1 

9. C. M. Kareem A. Chalak Shakir, “A Systematic Review of 
Security Innovations in Decentralized Finance (DeFi) Using 
Blockchain Technology,” *Informatica*, vol. ?, no. ?, pp. ???, 
2024. :contentReference[oaicite:2]index=2 

10. Z. Chen, S. M. Beillahi F. Long, “FlashSyn: Flash Loan Attack 
Synthesis via Counter Example Driven Approximation,” 
arXiv preprint arXiv:2206.10708, Jun. 2022. 
 :contentReference[oaicite:3]index=3 

11. T. Rathod, N. K. Jadav, S. Tanwar, Z. Polkowski, N. Yamsani, 
R. Sharma, F. Alqahtani A. Gafar, “AI and Blockchain-
Based Secure Data Dissemination Architecture for IoT-
Enabled Critical Infrastructure,” *Sensors*, vol. 23, no. 21, 
article 8928, 2023. :contentReference[oaicite:4]index=4 

12. S. Mohamed, N. M. Ethiraj, T. N., E. Dennison S. 
Hermansyah, “AI and Blockchain in Cybersecurity: A 
Sustainable Approach to Protecting Digital Assets,” *Int. J. 
Multidisciplinary Approach Res. Sci.*, vol. 3, no. 2, pp. 683–
692, 2025. :contentReference[oaicite:5]index=5 

13. T. Durieux, J. Ferrie, etc., “SmartBugs: A Framework to 
Analyze Solidity Smart Contracts in the Real World,” in 
*Proc. 34th ACM/SIGAPP Symposium on Applied 
Computing (SAC)*, 2019, pp. 1701–1708. 
:contentReference[oaicite:6]index=6 

https://doi.org/10.36713/epra2013
https://forta.org/
https://chain.link/

