
                                                                                                                                                                           ISSN (Online): 2455-3662 
 EPRA International Journal of Multidisciplinary Research (IJMR) - Peer Reviewed Journal 
 Volume: 12| Issue: 2| February2026|| Journal DOI: 10.36713/epra2013 || SJIF Impact Factor 2026: 8.753 || ISI Value: 1.188 

 
 

 

2026 EPRA IJMR    |    http://eprajournals.com/   |    Journal DOI URL: https://doi.org/10.36713/epra2013-------------------------------144  

 

 

CYBERCRIME PREVENTION ACT OF 2012: AWARENESS, 
IMPACT, AND CHALLENGES ENCOUNTERED 

 
 

Lentejas III, Virgilio J.,  
Philippine College of Criminology - Graduate School 

 
ABSTRACT 

This study examined the awareness, impact, and challenges encountered in relation to the implementation of the Cybercrime Prevention 
Act of 2012. Guided by the objective of understanding how individuals and institutions perceive and respond to the law, the research 
explored three core dimensions: the extent of public awareness of the Act’s provisions, its perceived impact on online safety and 
regulation, and the challenges experienced in its enforcement and compliance. A mixed-methods design was employed. Findings revealed 
that while most respondents demonstrated basic familiarity with the law—particularly its coverage of cyber libel, hacking, identity theft, 
and online fraud—awareness of penalties and enforcement mechanisms remained limited. The impact of the Act was noted in terms of 
increased caution in online behavior and recognition of legal safeguards, yet challenges persisted in areas such as inadequate 
dissemination, inconsistent enforcement, limited technological infrastructure, and gaps in digital literacy. Qualitative results further 
highlighted concerns about privacy, due process, and the difficulty of balancing freedom of expression with regulation. These findings 
suggest that although the Cybercrime Prevention Act provides a critical legal framework for addressing online threats, its effectiveness 
is hindered by awareness gaps, enforcement limitations, and resource constraints. 
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INTRODUCTION 
The rapid advancement of digital technology has transformed the 

way individuals communicate, access information, and 

participate in social, economic, and political activities. While the 

internet and related technologies have brought unprecedented 

convenience and connectivity, they have also given rise to new 

forms of crime that transcend geographical boundaries (Wall, 

2024). Recognizing the growing threats in cyberspace, the 

Philippine government enacted Republic Act No. 10175, 

otherwise known as the Cybercrime Prevention Act of 2012, to 

define, prohibit, and penalize offenses committed through 

information and communications technologies. Among its key 

provisions is the criminalization of cyber libel, a digital 

counterpart to traditional defamation, which has sparked 

significant discussion regarding freedom of expression, 

responsible online behavior, and the role of law enforcement in 

cyberspace (Mahmud et al., 2024; Zukić & Zukić, 2025). 

 

The law seeks to protect individuals and institutions from various 

forms of cybercrime, including offenses against the 

confidentiality, integrity, and availability of computer data and 

systems; content-related crimes such as cybersex, child 

pornography, and cyber libel; and computer-related fraud and 

identity theft. In doing so, it aims to uphold digital security, 

promote ethical online conduct, and provide a legal framework 

for prosecuting cyber offenders. However, its implementation has 

also raised debates about potential misuse, overreach, and the fine 

balance between safeguarding reputations and preserving 

constitutionally guaranteed freedoms. 

 

Understanding the awareness, perceived impact, and challenges 

surrounding the Cybercrime Prevention Act of 2012 is 

particularly relevant for Criminology students, who are future law 

enforcers and legal practitioners. Their level of knowledge about 

the law, perceptions of its effects on digital responsibility, 

freedom of speech, and law enforcement, as well as the 

difficulties they encounter in real-world contexts, provide 

valuable insights into the law’s effectiveness and areas for 

improvement. 

 

This study, therefore, examines Criminology students’ awareness 

of the Cybercrime Prevention Act of 2012, explores the perceived 

impact of its provisions—particularly those related to cyber 

libel—and identifies the challenges they face in applying or 

responding to the law in practical scenarios. The findings aim to 

inform the development of targeted educational interventions that 

will enhance students’ capacity to navigate the digital landscape 

responsibly, ethically, and within the bounds of the law. 

 

Literature Review 

Cybercrime has expanded alongside digital transformation, which 

facilitates communication and commerce but also creates 

opportunities for intrusion, data theft, and service disruption 

across borders. International organizations such as INTERPOL, 

APEC, OECD, and the UN have emphasized awareness, cross-

border cooperation, and legislative harmonization to address 

these transnational risks (Neethu, 2020). Frameworks like the 

Budapest Convention standardize offenses and procedural 
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powers, enabling faster mutual legal assistance and clearer 

evidentiary protocols (Tropina, 2020; Nandan, 2021). 

Operational responses increasingly rely on private-sector 

actors—cloud providers, ISPs, CERT/CSIRT teams, and platform 

safety units—supported by public agencies through digital 

forensics labs, cyber task forces, and trained personnel 

(Caneppele & Da Silva, 2022). Technological solutions such as 

machine learning enhance detection and prevention, but human-

centered practices, ethical safeguards, and evidence-handling 

processes remain essential. Effective cybercrime prevention thus 

combines harmonized legal frameworks, technical capacity, 

public-private coordination, and individual digital responsibility, 

with organizations embedding privacy-by-design, layered 

controls, and incident-response planning into governance 

structures (Kikerpill, 2021; Mujtaba, 2023). 

 
In the Philippines, RA 10175 (Cybercrime Prevention Act of 

2012) defines cybercrime through specific unlawful acts targeting 

ICT systems, including offenses against data integrity, computer-

related crimes such as fraud and identity theft, and content-related 

offenses such as cyber libel, cybersex, and child pornography, 

with jurisdiction extending to certain extraterritorial cases (Li, 

2021; LawPhil, 2025). Rising internet use, smartphone 

penetration, and digital services have contributed to increased 

hacking, online fraud, identity theft, online sexual exploitation, 

and cyber libel incidents (The Asia Foundation, 2022; 

Department of Justice, 2025; Unicef, 2024). Both foreign and 

local literature highlight the need for a multi-layered approach 

combining legal harmonization, institutional capacity-building, 

public awareness, and technical measures, alongside individual 

and organizational responsibility, to ensure effective cybercrime 

prevention, protection of users, and preservation of trust in the 

digital ecosystem. 
 
Theoretical Framework 

This study is grounded in Routine Activities Theory (RAT) and 

General Strain Theory (GST), which together explain how crime 

happens and why people may choose to commit it, especially in 

online settings. 

 

Routine Activities Theory explains crime as a matter of 

opportunity. Crime occurs when three things come together at the 

same time: a motivated offender, a suitable target, and the lack of 

effective guardianship. The theory emphasizes that crime is 

shaped by everyday routines, not just by a person’s character. As 

people’s daily activities change—such as how they work, shop, 

or use the internet—the chances for crime also change. In 

cyberspace, online platforms act as the “places” where offenders 

and victims meet. Targets may include user accounts, personal 

data, or online reputations, especially when they are visible, easy 

to access, and poorly protected. Guardianship online goes beyond 

police presence and includes security tools, user awareness, 

moderation, and platform rules. Studies show that risky online 

habits and weak protection increase the chances of victimization. 

RAT also guides prevention by encouraging safer routines, 

stronger security, and better supervision online. 

 

General Strain Theory, on the other hand, focuses on why 

individuals may turn to crime. GST argues that people experience 

different kinds of stress or strain, such as failure to achieve goals, 

loss of important relationships, or exposure to negative treatment 

like bullying or discrimination. These experiences can create 

strong negative emotions, especially anger and frustration. When 

people feel that legal solutions are slow, unfair, or ineffective, 

crime may appear to be an easy or quick way to cope or retaliate. 

However, not everyone who experiences strain commits crime. 

Personal coping skills, moral beliefs, and support from family, 

school, or peers can reduce the likelihood of criminal behavior. 

 

Together, RAT and GST provide a clearer picture of crime. RAT 

explains how and where opportunities for crime occur, while GST 

explains why individuals may respond to stress through criminal 

behavior. Combined, these theories help explain both online and 

offline crime and point to practical ways to prevent it—by 

reducing risky situations, strengthening protection, and helping 

individuals cope with stress in healthy ways. 

 
Significance of the Study 

This study holds significant value as it generates an evidence-

based picture of how Republic Act No. 10175—especially its 

cyber-libel provisions—is understood, felt, and navigated by 

future criminal justice practitioners. 

 

Primary beneficiaries are the Criminology students themselves. 

Findings can be translated into targeted digital-citizenship 

sessions, briefings on rights and responsibilities, and practical 

guidance on documentation, reporting, and self-protection online. 

Students who have experienced, been accused of, or witnessed 

cyber-libel incidents gain clearer pathways for help, while the 

broader student body benefits from clarified do’s and don’ts that 

reduce both victimization and wrongful accusations. 

 

Institutional stakeholders within the College of Criminal Justice 

and the wider HEI—including deans, program chairs, faculty, 

curriculum developers, Student Affairs/Guidance, and 

ICT/Discipline offices—can use the results to update syllabi and 

orientations, design focused trainings, strengthen incident-

response SOPs (reporting, evidence handling, referrals), and 

allocate resources where gaps are greatest. The evidence base 

supports accreditation and quality-assurance efforts and can 

inform campus policies that balance free expression with 

protection from online harm. 

 

Justice-sector partners—notably the PNP Anti-Cybercrime 

Group/Regional Anti-Cybercrime Units, campus police/security, 

prosecutors, and legal aid—benefit from a clearer understanding 

of knowledge gaps, reporting barriers, and coordination pain 

points on campus. This enables better community outreach, more 

student-friendly protocols, and tighter linkages between schools 
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and law enforcement for faster, more victim-sensitive responses 

to cyber-libel complaints. 

 

Policy and advocacy stakeholders—such as CHED, DOJ/NCAC, 

DICT, local government councils, and civil society/NGOs 

working on digital literacy and press freedom—can draw on the 

study to refine guidance, craft awareness campaigns, and support 

evidence-informed adjustments to training requirements or 

referral mechanisms. 

 

Finally, the study contributes to scholarship, offering a mixed-

methods template, validated measures, and contextual themes that 

future researchers can adapt in other HEIs and regions, thereby 

expanding the national knowledge base on cybercrime awareness, 

impacts, and challenges. 

 

Objectives of the study 

The primary objective of this study is to determine the level of 

awareness, perceived impact, and challenges encountered by 

Criminology students regarding Republic Act No. 10175, 

otherwise known as the Cybercrime Prevention Act of 2012. 

Specifically, this study aims to: 

1. Describe the profile of the Criminology students. 

2. Determine the level of awareness of Criminology 

students regarding Republic Act No. 10175. 

3. Examine whether there is a significant difference in the 

level of awareness of the respondents when they are 

grouped according to their profile variables. 

4. Assess the perceived impact of cyber libel laws among 

Criminology students 

5. Determine whether there is a significant difference in the 

perceived impact of cyber libel laws when respondents 

are grouped according to their profile. 

6. Identify the challenges encountered by Criminology 

students in dealing with cyber libel cases, whether as 

victims, accused individuals, or observers. 

7. Propose appropriate programs or interventions based on 

the findings of the study to improve awareness, 

understanding, and responsible engagement with cyber 

libel laws. 

 

METHODOLOGY 
Research Design 

The study used an explanatory sequential mixed methods design, 

starting with a quantitative phase followed by a qualitative phase 

to deepen and explain the initial results. First, survey 

questionnaires were administered to Criminology students from 

different year levels in a school in Tacloban City to collect data 

on their profiles, awareness of R.A. 10175, and perceptions of the 

impact of cyber-libel laws. The data were analyzed using 

descriptive statistics to identify general trends and differences. 

 

In the second phase, qualitative interviews were conducted with 

selected participants to explore the reasons behind the survey 

findings. These interviews focused on students’ experiences and 

challenges in dealing with cyber-libel cases. The qualitative data 

were analyzed using thematic analysis, allowing the researcher to 

connect personal narratives with the quantitative results. Overall, 

the combined approach provided both a broad overview and a 

deeper understanding of awareness, perceptions, and challenges 

related to cyber-libel laws. 

 
Research Method 

Mixed methods research combines quantitative and qualitative 

approaches in one study to provide a more complete 

understanding of a research problem. Quantitative methods offer 

measurable patterns and relationships, while qualitative methods 

add context, meaning, and explanations of processes. Researchers 

decide how the two strands are timed (sequential or parallel), 

which has priority, and how they are integrated across design, 

data collection, and interpretation. 

 

The main strengths of mixed methods include greater depth and 

breadth, improved validity through triangulation, and the ability 

to explain unexpected results. However, it also requires more 

time, careful alignment of samples, and deliberate integration of 

findings. When properly executed, mixed methods research 

produces results that are both statistically informative and 

practically meaningful, making it valuable for policy and real-

world applications. 

 

Population of the Study 

The study population consisted of BS Criminology students from 

a College of Criminal Justice in Tacloban City. For the 

quantitative phase, purposive sampling was used to include 

students from Levels 1 to 4, both regular and irregular. The 

registrar’s official class lists served as the sampling frame, and all 

eligible students were invited to participate through class 

announcements and program-wide notices. Inclusion criteria 

required participants to be currently enrolled, 18 years old or 

above, and willing to give informed consent. Students below 18, 

not currently enrolled, or unwilling to participate were excluded. 

 

For the qualitative phase, 20 informants were selected using 

criterion-based sampling to ensure relevant experience with 

cyber-libel issues. Participants included victims, accused 

individuals, and observers with firsthand or practical knowledge. 

Selection emphasized variation in roles, year levels, and 

experiences to capture diverse perspectives. Semi-structured 

interviews explored real-life experiences, challenges, and 

suggestions related to cyber-libel cases. Recruitment continued 

until data saturation was achieved, and ethical safeguards—such 

as informed consent, confidentiality, and participant well-

being—were strictly observed. 

 

Data Gathering Tools 

The study used a structured survey questionnaire and interviews 

as its primary data-gathering tools to obtain both quantitative and 

qualitative information related to Republic Act No. 10175. The 

survey questionnaire was organized into four parts to ensure 
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clarity and ease of response. The first part gathered basic profile 

information, specifically sex at birth and year level, to describe 

the respondents and allow for subgroup comparisons while 

minimizing the collection of sensitive personal data. The second 

part measured the level of awareness of the Cybercrime 

Prevention Act of 2012 in terms of its provisions, scope, 

penalties, and relevance using a four-point awareness scale. The 

third part focused on students’ perceptions of the impact of cyber 

libel laws on digital responsibility, freedom of speech, and law 

enforcement, using a four-point impact scale to capture the degree 

of perceived effects. The fourth part consisted of an open-ended 

question that allowed respondents to describe challenges they 

encountered in cyber-libel situations, providing contextual 

insights that complemented the closed-ended items. 

 

For the qualitative component, the researcher conducted semi-

structured interviews with 20 informants who had direct 

experience with cyber-libel cases, including victims, accused 

individuals, and observers. The interview guide was developed 

based on survey results and open-ended responses and explored 

participants’ experiences, understanding of RA 10175, reporting 

and evidence-gathering processes, interactions with school 

offices or law enforcement, perceived fairness and outcomes, and 

suggestions for improvement. To ensure the quality of the 

instruments, reliability was assessed using Cronbach’s alpha, 

yielding an overall coefficient of .892, which indicates good 

internal consistency. Content validity was established through 

expert evaluation using the Content Validity Index, which 

resulted in a CVI of 1.00, confirming that all items were clear, 

relevant, and aligned with the constructs of the study. 

 
Data Gathering Procedures 

The data-gathering process began with the researcher securing 

written permission from the Dean of the Graduate School of the 

Philippine College of Criminology and the Dean of the College 

of Criminal Justice of the participating higher education 

institution in Tacloban City. After approval, coordination was 

made with the program chairperson and year-level advisers to 

schedule the survey administration, determine dissemination 

channels, and access class lists for monitoring coverage. A 

Google Form survey was then prepared, beginning with an 

informed consent page that explained the study’s purpose, 

procedures, duration, eligibility, risks and benefits, 

confidentiality, voluntariness, and participants’ rights. To ensure 

privacy, no identifying information was collected, and measures 

were applied to limit duplicate responses. The survey link was 

distributed through official class announcements and group 

messages, with faculty advisers briefly introducing the study 

during class time. The researcher monitored responses throughout 

the collection period, addressed technical concerns, and sent 

reminders to improve participation. After the survey period 

ended, the form was closed, data were exported and securely 

archived, and a working copy was created for analysis. All files 

were stored in an encrypted, access-controlled drive, and data 

quality checks were conducted prior to analysis, ensuring the 

integrity, confidentiality, and ethical handling of the collected 

information. 

 

Treatment of Data 

The study analyzed data using a mixed-methods approach. 

Quantitative data were cleaned, coded, and summarized with 

descriptive statistics, including frequencies for categorical 

variables and medians for ordinal scales. Nonparametric tests—

Mann–Whitney U and Kruskal–Wallis H—were used to examine 

differences by sex and year level, with post hoc tests applied when 

needed. For the qualitative data, thematic analysis of interview 

transcripts identified key themes explaining or contextualizing 

the survey findings. Coding decisions were documented, excerpts 

were anonymized, and the qualitative insights were integrated 

with quantitative results to provide a richer, explanatory 

understanding of awareness, perceptions, and challenges related 

to cyber-libel laws. 

 

Ethical Considerations 

The study followed strict ethical procedures to protect 

participants. Permission was obtained from the relevant deans, 

and all materials were reviewed for compliance with institutional 

standards and the Philippine Data Privacy Act. Participation was 

voluntary, limited to those 18 and above, and had no impact on 

grades or services. Informed consent was obtained for both the 

survey and interviews, with participants able to skip questions or 

withdraw at any time. Survey responses were anonymous, and 

interview data were de-identified and stored securely on 

encrypted drives. Sensitive topics, such as experiences with 

cyber-libel incidents, were handled carefully using neutral 

prompts, optional responses, and safeguards for participant well-

being, including referrals to support services if needed. No 

questions solicited illegal admissions, and any disclosures of 

imminent harm were managed according to institutional and legal 

guidelines. 

 

RESULTS AND DISCUSSION 
This section presents the findings of the study in accordance with 

the research objectives. Data are summarized in tables, followed 

by interpretation and discussion anchored on related literature. 
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Profile of the Respondents 

Table 1. Frequency and Percent Distribution of the Profile of the Respondents 

Indicators Frequency Percent 

Sex   

Female 148 29.8% 

Male 349 70.2% 

Year Level   

1st Year 98 19.7% 

2nd Year 64 12.9% 

3rd Year 167 33.6% 

4th Year 168 33.8% 

 

Table 1 reveals two notable features of the respondent profile: the 

sex distribution and the year-level composition. The markedly 

male-dominated sample (70.2% male versus 29.8% female) 

suggests that the overall findings are likely to be influenced more 

by male perspectives and experiences. This imbalance may reflect 

the historical enrollment trends of the program or discipline, 

where men traditionally outnumber women. While the 

representation of both sexes allows for sex-disaggregated 

analysis, the comparatively smaller female subgroup may 

constrain the detection of subtle or moderate differences in 

perceptions, attitudes, or outcomes, thereby necessitating careful 

interpretation of any sex-based comparisons. From a 

methodological standpoint, the distribution remains sufficient for 

broad comparisons, yet the imbalance underscores the importance 

of contextualizing findings within the gender dynamics of the 

program. 

 

In terms of year level, the data highlight a cohort that is 

disproportionately composed of upper-year students, with third- 

and fourth-year students making up roughly two-thirds of the 

sample (33.6% and 33.8%, respectively). This composition 

indicates that the findings may be more reflective of individuals 

who have greater curricular exposure, more advanced academic 

experiences, and deeper institutional socialization. Such students 

are likely to exhibit stronger familiarity with program 

requirements, greater confidence in their academic skills, and a 

more developed sense of professional identity. By contrast, first-

year students (19.7%) and especially second-year students 

(12.9%) represent a much smaller proportion of the sample, 

potentially limiting the granularity of insights into the experiences 

of earlier cohorts. This underrepresentation may obscure 

differences related to transitional adjustment, foundational 

learning, or early engagement with institutional systems, thereby 

warranting caution in generalizing results across all year levels. 

Collectively, the profile suggests that while the dataset is robust 

for analyzing trends among advanced students, it may understate 

the perspectives of those in the early stages of the program. 

 
Difference in the Level of Awareness of the Respondents 

Table 2. Difference in the Level of Awareness of the Respondents 

Indicators 
Sex Year Level 

U Statistic p value X2 p value 

Law’s Provision 23861 0.146 25.0 <.001** 

Scope 23135 0.047* 19.5 <.001** 

Penalties 22747 0.023* 26.7 <.001** 

Relevance 24239 0.242 10.9 0.012* 

 

Table 2 compares awareness of RA 10175 by sex (Mann–

Whitney U) and by year level (Kruskal–Wallis). By sex, no 

significant differences emerged for Law’s Provisions (U=23,861, 

p=0.146) or Relevance (U=24,239, p=0.242), whereas small but 

significant gaps appeared for Scope (U=23,135, p=0.047) and 

Penalties (U=22,747, p=0.023). By year level, awareness differed 

significantly across all four domains—Law’s Provisions 

(χ²=25.0, p<.001), Scope (χ²=19.5, p<.001), Penalties (χ²=26.7, 

p<.001), and Relevance (χ²=10.9, p=.012). Post-hoc results 

consistently show 4th-year students scoring higher than lower 

cohorts (for Provisions: higher than 1st and 3rd; for Scope and 

Penalties: higher than 1st–3rd; for Relevance: higher than 1st). 

These patterns indicate broadly similar awareness between males 

and females, coupled with a clear progression in awareness as 

students advance through the program. The use of rank-based 

nonparametric tests is appropriate for Likert-type awareness 

measures summarized with medians. 

 

The absence of sex differences on Provisions and Relevance 

suggests that information campaigns or curricular touchpoints 

addressing what the law is and why it matters are reaching 

students irrespective of gender. The modest sex effects for Scope 

and Penalties may reflect differential exposure to courses, co-

curricular activities, or media coverage that emphasize 

jurisdiction/extraterritoriality and sanction structures; however, 

the effects are small and not systematic across domains. In 
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contrast, the robust year-level gradients across all domains imply 

cumulative gains from coursework, practicum, case analyses, and 

institutional seminars that typically intensify in upper years. 

Pedagogically, this calls for front-loading core content on the 

law’s scope (e.g., extraterritorial application, service-provider 

duties) and penal provisions earlier in the curriculum, then 

deepening with scenario-based analyses and 

compliance/reporting workflows in later years. 

Programmatically, institutions should scaffold legal-technical 

literacy (definitions, scope, penalties) with procedural literacy 

(reporting, evidence preservation, coordination with PNP-ACG) 

to translate “awareness” into informed digital citizenship and 

help-seeking behavior. 

 

The observed “higher-year advantage” is consistent with 

Philippine studies showing that while college students generally 

recognize the provisions of RA 10175, their understanding 

remains moderate and uneven, particularly in technical areas such 

as jurisdictional scope, organizational liability, and service 

provider obligations. For example, Althibyani and Al-Zahrani 

(2023) reported that students demonstrated high awareness of 

common cybercrimes but showed weaker comprehension of 

procedural provisions. Similarly, Li (2021) found that while 

internet users were broadly aware of cybercrime threats, their 

grasp of specific legal mechanisms was limited. Calupit (2025) 

also emphasized persistent ambiguities in the enforcement of RA 

10175, particularly concerning jurisdiction and interagency 

coordination, while Sund (2020) highlighted gaps in public 

awareness campaigns regarding service provider obligations and 

extraterritorial application. These findings are consistent with the 

Implementing Rules and Regulations of RA 10175, which specify 

not only the definitions of offenses such as cyber libel and illegal 

access but also obligations of service providers to preserve data 

and assist law enforcement (Implementing Rules and 

Regulations, 2015). Suminig et al. (2025) further noted that these 

elements—penalties, scope, and enforcement—require 

continuous education to translate awareness into effective digital 

citizenship. Together, these studies corroborate the current results 

that awareness deepens with educational progression, 

underscoring the importance of embedding RA 10175 content 

early in the curriculum and revisiting it progressively for greater 

depth. 

 

Difference in the Respondents’ Perceived Impact of Cyber Libel Laws 

Table 3. Difference in the Respondents’ Perceived Impact of Cyber Libel Laws 

Indicators 
Sex Year Level 

U Statistic p value X2 p value 

Digital Responsibility 24041 0.184 6.60 0.086 

Freedom of Speech 24788 0.437 4.97 0.174 

Law Enforcement 25476 0.796 3.10 0.376 

 

Table 3 examines whether perceived impacts of cyber-libel laws 

differ by sex (Mann–Whitney U) and by year level (Kruskal–

Wallis) across three domains: Digital Responsibility, Freedom of 

Speech, and Law Enforcement. All tests are non-significant: by 

sex—Digital Responsibility (U=24,041, p=0.184), Freedom of 

Speech (U=24,788, p=0.437), Law Enforcement (U=25,476, 

p=0.796); by year level—Digital Responsibility (χ²=6.60, 

p=0.086), Freedom of Speech (χ²=4.97, p=0.174), Law 

Enforcement (χ²=3.10, p=0.376). These results indicate no 

detectable group differences in students’ perceptions: males and 

females report comparable impacts, and perceptions are broadly 

similar from first through fourth year. The choice of rank-based 

nonparametric tests is appropriate for Likert-type medians, 

supporting the validity of these inferences. 

 

The consistently non-significant findings suggest that students 

encounter shared curricular and socio-digital environments that 

yield comparable perceptions of how cyber-libel laws shape 

responsibility, expression, and enforcement. In practice, this may 

reflect uniform exposure to institutional policies, campus 

seminars, or national media narratives about RA 10175 that cut 

across demographics. Programmatically, the absence of cohort 

gaps implies schools can scale common interventions (e.g., 

digital-citizenship modules on verification, civility, and rights-

based speech; workflow guidance on reporting and evidence 

preservation) without heavy differentiation by sex or year level. 

 

Comparable “no-difference” patterns appear in research where 

digital-citizenship competencies are shaped more by shared 

educational exposure than by sex or year standing. Al-Abdullatif 

and Gameil (2020) found digital citizenship to be linked chiefly 

with learning experiences (e.g., online civic engagement), not 

uniformly with demographic splits—consistent with broadly 

similar perceptions across student groups here. International 

studies echo this: work on digital citizenship in higher education 

reports that course-embedded training can homogenize 

responsible-use attitudes across cohorts, aligning with the present 

null differences (e.g., distance-learning contexts showing 

convergent student–faculty awareness after common training). In 

the Philippine legal backdrop, Columbia University (2014), in its 

report on Disini v. The Secretary of Justice, clarified the 

constitutional contours of cyber-libel while voiding several 

overbroad provisions—jurisprudence that has since become 

standard content in university briefings, plausibly contributing to 

a shared interpretive frame across students irrespective of 

demographic strata. 
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CONCLUSION AND RECOMMENDATIONS 
The study revealed that most respondents were male and 

concentrated in the upper year levels, particularly the third and 

fourth years, suggesting that awareness and understanding of RA 

10175 (Cybercrime Prevention Act of 2012) are influenced more 

by academic experience than by gender. Overall, students 

demonstrated moderate awareness of the law’s provisions, scope, 

penalties, and relevance, indicating recognition without full 

comprehension of its technical and practical applications. 

Awareness tended to increase with year level, highlighting the 

role of academic progression and exposure to institutional 

activities. Students perceived a moderate impact of cyber libel 

laws on digital responsibility, freedom of speech, and law 

enforcement, recognizing the law’s role in promoting 

accountability and civility online while remaining cautious of 

limitations such as potential chilling effects and enforcement 

challenges. No significant differences in perceptions were 

observed across sex or year level, suggesting that shared learning 

environments and information sources shape a common 

understanding among students. The study also identified three 

main challenges: victims faced trauma, reputational damage, and 

legal hurdles; accused individuals experienced stigma, financial 

strain, and restrictions on speech; and observers struggled with 

misinformation, ethical dilemmas, and inconsistent enforcement. 

These findings highlight the complex and multifaceted nature of 

cyber-libel issues. 

 

In response, the study proposes a holistic program aimed at 

raising awareness, strengthening procedural literacy, and 

providing support mechanisms for all stakeholders. 

Recommendations include integrating RA 10175 and cyber-libel 

awareness into general education, communication, and ethics 

courses through graded discussions, case analyses, and debates to 

foster critical understanding. Schools should partner with law 

firms, human rights organizations, and media watchdogs to 

provide practical exposure through lectures, immersion projects, 

or internships, while establishing streamlined referral pathways to 

accredited legal aid or public attorneys to address victims’ legal 

and emotional challenges. Advocacy efforts should be pursued to 

improve law enforcement capacity, including digital forensics 

training and dedicated cyber-libel prosecution teams. Restorative 

justice frameworks are recommended to mediate disputes and 

reduce emotional and reputational impacts, and digital literacy 

programs should be expanded to include media analysis, fact-

checking, and training in identifying misinformation and 

defamation boundaries. Finally, institutions are encouraged to 

establish research and monitoring centers to track cybercrime 

trends, conduct awareness studies, and guide policy interventions. 

Collectively, these measures aim to strengthen legal literacy, 

institutional support, and responsible digital citizenship, ensuring 

that students are equipped to navigate cyber-libel laws ethically 

and effectively. 
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